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Abstract

Last decade is a time of rapid evolution of the Internet. Various human’s life areas are migrating into the cyberspace,
where people exist and act through virtual identities - personalization of themselves. Groups of virtual identities with their
relations and context form cybersocieties. Due to the unique cyberspace's structure, virtual identities are characterized by
relatively high anonymity level. This cause the phenomena of the virtual multi-identities, where a single physical person
incarnates a few virtual identities. This entails both positive and negative effects, and presented article concerns a nega-
tive one, which is deceptive opinion spam, generated by multi-identities of a single person. This problem constantly in-
creases as relaying on the opinions from the WEB becomes very common. This article presents the concept which com-
bines elements from various domains, linked in order to solve this problem and detect virtual multi-identities hiding in so-
cial networks such as web forums, blogs or recommendation portals. The paper describes a general concept and the archi-
tecture of the implemented system. At the end, the evaluation of the solution is carried out, based on the examples from

the recommendation portal and web forum.
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1. INTRODUCTION

During the last decade, a phenomena of rapid
WEB network development encounter is widely
encountered. It is caused partially due to the evolu-
tion of the Internet into the WEB2.0 model, where
any user can create and publish his own content
using social networks, homepages, blogs, web fo-
rums or content share portals. On the basis of this
phenomena there is a fact of spreading Internet ac-
cess services and its cost reductions. It is estimated,
that at the end of 2012 the access to the Internet was
provided to 2,4 billion of people, whereas in the
Europe this ratio was about 63% and in the North
America almost 78%. Comparing to the begin of the
century, the ratio increased for more than 500%
(ITU, 2012; MMG, 2012).

Along with the popularization and increasing ac-
cess of the Internet, it appears also, that various hu-
man's life areas are migrating into the cyberspace.
Banking, trades, communication, entertainment,
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social relations are subsequent aspects of human life,
that are reflected in the virtual reality. Within the
cyberspace people are represented by their virtual
identities, which combine with their context and
relations and forms cybersociety (Musial & Ka-
zienko, 2012). Due to the unique structure of the
cyberspace and the cybersociety, mapping of hu-
man's characteristics and its relations from real life
is not accurate. One of the main attributes of the
virtual society is high anonymity of virtual identities
and relatively low possibility of verification of au-
thenticity of features describing virtual identities
(van Koksvijk, 2010). This situation results with
both positive and negative effects. As a positive,
there can be mentioned ex. to facilitate personal
relations for people with low self-esteem or to allow
experimenting with socially non-accepted behaviors
(Christopherson, 2007). It also promote the freedom
of speech, which is crucial in regions with radical
religious or totalitarian political systems. However,
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simultaneously with positive effects come negative
sides of high anonymity of WEB's virtual identities.
Some of them are inter alia: broad meaning, sexual
deviations like pedophilia, racial or religious hatred,
black PR (compromising photos) or cybercrime such
as: trafficking in illicit goods or coordination of
criminal or terrorist groups. (Thomas & Loader,
2000). One of the negative effects of high anonymity
of virtual identities in the WEB is deceptive opinion
spam spreading. It happens when a single person
uses a number of virtual identities to create many
similar opinions about some products, brands, ser-
vices or companies. Those opinions are usually
highly emotional, in order to create an impression
that they could reflect people's real choices and re-
marks about those objects. People, who generate
these opinions are usually employed by crowdsourc-
ing portals, which offers such services (Chen et al.,
2011; Jindal & Liu, 2007). Importance of this issue
rises, along with increasing number of people relay-
ing on Internet opinions, found on recommendation
portals or web forums.

This phenomena concerns also industrial part of
WEB resources. There are number of industrial
knowledge and information exchange portals, which
connect groups of domain specialists, for their expe-
rience exchange purposes. While it is very useful
source of information for many people, it also can be
a target of opinion frauds about industrial products,
brands and services. Resolving that problem would
be very desirable, and will increase value of infor-
mation acquired from such sources, as engineering
forums or industrial portals.

The paper presents the solution, that could be
utilized to counteract the deceptive opinion spam, by
detecting users which are hiding in the WEB under
multiple virtual identities. In order to achieve this
objective, a combination of various existing methods
and new ideas was applied, what resulted in promis-
ing effects.

The second chapter of this paper describes exist-
ing solutions in a domain of detecting multi-virtual
identities, opinion spam and related research do-
mains. The third chapter contains description of
global concept and system’s architecture implement-
ed as a realization of this idea. Subsequent, the
fourth chapter describe the experiment and the eval-
uation of methods applied to assess the solution’s
effectiveness. The fifth chapter contains results of
the test and the last chapter present conclusions and
plans for further works in this research area.

2. RELATED WORKS

The deception spam opinion is relatively new
phenomena but various methods and research do-
mains are already applied in searching for a solution.
The most popular approaches aggregate solutions
derived from crime-related duplicate identities de-
tection (Wang et al., 2005) or text authorship analy-
sis (Stamatatos, 2009a; Juola, 2007). However, none
of those solution cannot be applied directly, due to
significant differences related to deceptive opinion
spam context. Methods of detecting multi-identities
in databases relays usually on personal data, which
does not appears in context of opinion spam or
which are deliberately falsified. Solutions applied in
text authorship analysis base on relatively wide text
body, describing a small group of authors. In the
area of deceptive spam opinion this ration is re-
versed, which makes those method ineffective.

Some surveys from text authorship analysis were
applied also to data from the WEB. It includes n-
gram based approach, presented by Stamatatos
(2007) which was effective for group of 50 authors
and it was used to detect plagiarism (Stamatatos,
2009b). Another features utilized to detect criminal
activities, based on data from WEB resources were
also style markers, text structure or keywords
(Zheng et al., 2003). Also emails (Zheng et al.,
2005) and web forums (Pillay & Soloiro, 2010) were
data sources in the surveys related to text authorship
analysis. All these solutions decrease an effective-
ness with increasing authors number.

Classical spam detection from WEB resources,
is another research area, which provides efficient
methods, that can be utilized in resolving deceptive
opinion spam issue (Jindal & Liu 2007). It was ap-
plied on data from recommendation portals, web
forums and social networks (Wang et al., 2011;
Mukherjee et al., 2012). The drawback of this ap-
proaches is that they function as a binary classifier,
classifying content as a spam or not. Multi-identities
detection is not supported by these solutions.

Social context and virtual identities' relations are
subsequent feature used to detect multi-identities
from WEB resources (Li et al., 2010). Social roles
and activity types related with crime records were
also employed to identify duplicated identities (Xu
et al.,, 2007), although those methods were also
based on personal data.

User's time activity combined with polarization
of their comments were another method of detecting
groups of users who spread opinion spam (Xie et al.,
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2012). However, this solution neither concern user's
text content, nor detect multi-identities of a single
person.

To summarize, current solutions for detecting
virtual multi-identities and methods from related
research domains have several drawbacks, that pre-
vent from finding an effective solution for deceptive
spam opinion issue. Methods derived from duplicat-
ed multi-identities detection are mainly based on
personal data. Those derived from text authorship
analysis researches are effective only for a small
group of authors. Presented concept aggregates
a group of various methods in order to create a solu-
tion that is effective for Internet data from WEB.
These types of resources are characterized by a great
number of authors described by short text bodies and
lack of personal data. The effect of implementation
and utilization of proposed concept is the IT system
that support for detecting virtual multi-identities of
a single person based on its features.

3. SYSTEM ARCHITECTURE

The overall system's architecture, which embody
an implementation of presented concept is presented
on a figure 1. System consists of the three main
modules:

— crawl and data storage module,
— features and measures module,
— identity similarities detection module.

Details and the description of functional features
are presented in subsequent parts of this paper. The
system is implemented in JavaEE technology, based
on JBoss application server and MySQL database
engine. Universal interfaces are defined between all
main modules, which allows to substitute single
modules or components independently to hardware
platform or programming language.

Identity similarities detection module _/_Q
Identitie’s feature s similarities Identity similarities sﬁmﬂlg ns
e ;
s detection component
: L = Reinforced
learning User
2 X process .
= X Supervised
~— learning
Features and measures module /Q
Features component Measures
Measures domponent parameters
Feature's Features Feature's I
extractors storage measures
Features
parameters
Crawl and data storage module |
|
Crawling component Data sources:
- internet forums
Data parsers - blogs .
Data storage P - recommendation
portals

Fig. 1. Main system architecture
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3.1. Crawl and data storage module

It is the first module within the process of data
processing by the system, which consists of two
main components: crawl component and database
management system.

Crawl component provides functionality of pro-
cessing resources from WEB and acquiring infor-
mation, useful in subsequent data processing opera-
tion. Within this component, there were implement-
ed data parsers and extractors, which acquire infor-
mation from various resource types: web forums,
blogs, recommendation portals.

Data acquired by crawl component are stored in
the database management system, which pass them
further, for the module of features and measures.

3.2. Features and measures module

Second main module within data processing
process is features and measures module. First main
functionality of this module is an extraction of fea-
tures, which characterize all virtual identities, found
during crawling process and stored in system data-
base. Second main functionality is to compute simi-
larities between all the pairs of those virtual identi-
ties, based on previously defined measure algo-
rithms.

There are implemented 20 various virtual identi-
ty features within the system. It could be separated
into the characteristics based on:

— text features,

» number of posts, sentences, words, digits,

characters,

» frequency of an occurrence of punctuation
marks and words containing following
chars: %~@#$"&-_+=[]{}/;,

» function words (Zheng et al., 2005) and con-
tent related words (de Vel et al., 2001) - fea-
tures based on text authorship approach ,

» emotional polarization (sentiment) (Mac-
iotek & Dobrowolski, 2013).

— common time activity points - compares users'
activity timestamps,
— common object's links,

» outgoing links included in user's posts,

» source specific objects (threads, products,
etc.).

The measure functions, also called "metrics", are
implemented with purpose of a comparison of a pair
of virtual identities based on a single feature. Met-
rics compute a similarity value for a pair of virtual

identities (based on a single feature), which is
a floating point number in the range of [0,1]. O value
represents total lack of similarity and 1 value is
computed for two identical virtual identities (consid-
ering a single feature).

Various measure's algorithms are applied in the
system, depending on the feature's type. Equation 1
is applied for the numerical values:

D= 1, ()
max(f,, ) —min(f,,)
For sets and the categorical values, similarity is

computed by Jaccard's measure as in equation 2
below:

Sm(iaj)zl_ (1)

|4 B

“Am:Mum

2)

Similarities for all pairs of virtual identities are
computed considering every feature, and the results
are stored in the similarities matrices. Every feature
refers to a corresponding matrix, where the matrix
size is the number of virtual identities stored in the
system.

3.3. Identity similarities detection module

The last phase in the data processing is executed
by the Identity similarities detection module. It uti-
lizes single feature based on a similarity values of
pairs of virtual identities, that were computed by
previous module, and which are stored in similarity
matrices.

Within this module, there are three main meth-
ods of computing similarities of virtual identities:

— weighted sets of a similarity measures method

(WSSM),

— hierarchical method,
— hybrid method.

Weighted sets of a similarity measures (WSSM)
is the most general method, providing with results
for wide set of data sources. It is described in details
in the next part of this chapter. Hierarchical method
is applied in cases where the priority of features set
is known in advance. It is usually efficient, when
reliable personal data are available, and are set at the
top of prioritized list of features. The hybrid method
is a combination of a pair of previous methods. It is
applied when the number of virtual identities, or
computational complexity of measure for any of
features extends the capabilities of the system.
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WSSM method computes the similarity of a pair
of virtual identities based on all features available
within the system. The general equation for this
method is presented in equation 3:

2
*
ZWaEWS W, =M, (Chi ? Ch])
7,

S, (t,t,) = 3)

where:
W — set of weights for features, w, € W
W, — relevant set of weights, that:
vYw, € We:w, €W, w,>0,1

Weights from equation 3 are established during
the supervised learning process, assisted by the sys-
tem's administrator. Schema of the supervised learn-
ing process for the WSSM method is presented in
figure 2.

~ select random
Virtual | dentity pair

| BEGIN

Weights corrections <—’\Mt"ﬁ“ze_d : i
algorithm algorithm efficiency

Fig. 2. Supervised learning algorithm schema

Supervised learning schema starts with set of
weights to 1 value. In the main loop of the learning
process the supervisor assess the computed value of
similarity for a random pair of virtual identities. If
value does not reflect the real similarity of virtual
identities, supervisor select the weights of features,
that should be increased or reduced. Then, the loop is
repeated. The values of weights are modified by 10%
of their previous value. Whenever any feature's
weight reaches the 0,1 level, the feature it is eliminat-
ed from the set of features. Supervised learning pro-
cess finishes, when for the 10 subsequent drawings
supervisor agree with the computed similarity value.

4. TESTBED AND EVALUATION METHODS

Well known issue in multi-identities detection
and deceptive opinion spam researches is a lack of
a gold standard data, which could be used in the
verification of experiments (Ott et al., 2011; Jindal
& Liu, 2008). There is a number of solutions applied
in order to solve this problem. The first method uti-

lized in researches in this area is to employ group of
people, using the crowdsourcing portal and out-
source them the task of generating training data rep-
resenting unfair principals (Ott et al., 2011; Mukher-
jee et al., 2012). Another solution is the selection of
verification set of data, based on the authors experi-
ences gained during working as a crowdsourcer
(Chen et al., 2011) or based on the fulfillment of
certain assumptions. It could be for example high
Google rank for a profile photo and deletion of an
account from a social network, which may indicate
potential fraud attempt (Wang et al., 2012).

Next method of results assessment for deceptive
opinion spam research is a verification by a human
arbiters group (Yang & Padmanabhan, 2010; Wei-
mer et al., 2007; Kim et al., 2006). Despite potential-
ly subjective human assessments, it has been proved,

—» Compute similarity score )

-

Estimate current

END

Optimjzed
algorithm

that applying group verification method significantly
increases the effectiveness of this verification meth-
od (Le et al., 2010). A broadly used method of this
type is called "Skeptic judge" and base on consider-
ing majority of votes, after exceeding the fixed
threshold value (Ott et al., 2011).

This paper presents results of two experiments:

Due to a lack of "gold standard data" for sys-
tem's effectiveness evaluation, author browsed the
Internet web forums and recommendation portals to
gather data, that could be used for the results verifi-
cation purposes.

First is based on data acquired from polish-
language tourism related recommendation portal
oceniacz.pl. For the tests purposes crawler module
acquired 2034 opinions about 93 tourism agencies
created by 1784 virtual identities. Verification of
detection of multi-virtual identities is carried out by
the "Skeptic judge" model consisting of a group of
volunteer arbiters. System's assessment is considered
to be correct when it matches with at least 3 of 4
judges answers.
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Second experiment bases on polish-language
web forum forumnasze.pl. System collected 1913
posts related to 281 forum threads created by 860
virtual identities. The results assessment is verified
based on an examples of user accounts, that has been
removed from forum due to "multi-account” violat-
ing regulation.

The second verification method, requires an in-
formation about banned multi-accounts, published
by forum's supervisor. It's very rare within polish
WEB resources, and couldn't been found on any
industry related web forum. That is the reason, why
a universal web forum were selected for testing pur-
poses.

FalsePositive, TrueNegative and FalseNegative val-
ues (de Vel et al., 2001; Chen et al., 2004; Zheng et
al., 2003). The Precision value is the final efficiency
indicator, which is computed as in equation 4:

TruePositive 4)

Precision=
TruePositive+ FalsePositive

For top 10 pairs of virtual identities 8 results was
classified as TruePositive, 1 as FalsePositive and 1
as unresolved, when judges voted 2 vs 2. This results
in Precision equals to 0,89 value, which is consid-
ered as a good classification efficiency.

Fig. 4. Top 10 results: pair of virtual multi-identities

5. RESULTS

The first experiment based on recommendation
portal oceniacz.pl consists of series of tests verified
by "Skeptic judge" model. One of the major tests is
the TOP10 test, based on verification of 10 top from
all 1,5 billion classified pairs of virtual identities,
sorted with regards to their similarity value. Effi-
ciency of the system is computed using popular clas-
sification estimator methods based on TruePositive,

Figure 4 presents exemplary pair of virtual iden-
tities found in set of TOP10 results. The features that
results high similarity value (0,952) could be ob-
served on the picture. Those are: similar comments
content, repeated function and content related key-
words, similar text's structure, identical comments'
date and high sentiment's value.

The second experiment based on web forum da-
ta, was verified by 3 pairs of "multi-account” virtual
identities. The similarities for all 369 000 of pairs of
virtual identities were computed, and the position of
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the multi-accounts pairs constituted basis for verifi-
cation, considering equation 5:

Eff = -100% (5)

np—Ip+1
n

where:

np — number of pairs

Ip — positon on the sorted list
The results for 3 pairs of multi-accounts are pre-

sented in table 1.

Table 1. Multi-accounts similarity results

: . . Similarity value | Position on .
Virtual identit
fra aliren Y computed by the | the sorted Effggt%l y
P system list
rozowaradosc x o
tomaszkrol 0,91 8 99.99%
tomaszkrol x 0,741 3725 98,99%
princkaania
rozowaradosc X 0.735 4388 98.81%
princkaania ’ ’

Relatively high rank of multi-account pair of vir-
tual identities confirms high system's efficiency.
Considering 369 000 pairs of virtual identities the
verification examples results in effectiveness of
about 99%. The difference between first and next
two pairs results from the fact, that the account
"princkaania" was registered 9 days before the other
two, which reduced similarity values for pairs con-
taining this account.

6. CONCLUSIONS

The paper presents a concept of the solution that
emerge the methods from various research domains
and enrich them with some new elements: weighted
sets of a similarity measure followed by supervised
learning process. On the basis of tests carried out it
can be stated, that the presented approach is correct,
and the system is able to effectively detect hiding
virtual multi-identities from WEB resources. It
maintains the efficiency for a large number of au-
thors and does not require the use of personal data.

The mechanism of supervised learning enables
efficient application of universal WSSM method for
various data sources from the WEB. Results of ex-
periments indicate that system can be successfully
used to detect standard cases of deceptive opinion
spam, characterized by similar text content created
in short period of time.

The system is an promising platform for a de-
velopment of solutions in domain of detecting multi-
identities and testing another approaches from vari-
ous research domains.
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DETEKCJA WIRTUALNYCH MULTI-TOZSAMOSCI
Streszczenie

Ostatnia dekada jest okresem dynamicznego rozwoju sieci In-
ternet. Rozne dziedziny zycia ludzkiego stopniowo przenosza si¢
do cyberprzestrzeni, w ramach ktorej ludzie reprezentowani sa
poprzez swoje wirtualne tozsamosci. Grupy wirtualnych tozsamo-
$ci, ich relacje oraz kontekst srodowiskowy tworza jako catosé
cyberspoteczenstwo. Z uwagi na unikalng strukture cyberspote-
czenstwa, wirtualne tozsamosci charakteryzuja si¢ stosunkowo
wysokim poziomem anonimowosci. Jest to przyczyna wystepo-
wania zjawiska wirtualnych multi-tozsamosci, kiedy to jedna
fizyczna osoba jest reprezentowana poprzez wiele tozsamosci
wirtualnych. Prowadzi to zardbwno do pozytywnych jaki i nega-
tywnych skutkow, a jednego z tych negatywnych, dotyczy prezen-
towany artykul. Jest to konkretnie zjawisko oszustwa opiniotwor-
czego, generowanego przez pojedyncze fizyczne osoby przy
uzyciu wielu tozsamosci wirtualnych (multi-tozsamosci). Problem
ten nieustannie narasta, jako ze sie¢ WEB jest coraz bardziej
popularnym zrédlem opinii. W pracy zaprezentowano koncepcje
systemu faczacego rozwigzania z wielu dziedzin badawczych,
majacego na celu pomoéc w rozwigzywaniu problemu wykrywania
multi-tozsamosci, ukrywajacych si¢ sieciach spolecznych typu
forum dyskusyjne, blog lub portal rekomendacyjny. W pracy
zawarto opis koncepcji, architektury oraz czgsci implementacyjne;j
systemu. Ocena skutecznosci systemu przeprowadzona zostala
w oparciu o przyklady z portalu rekomendacyjnego i forum dys-
kusyjnego.
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Accepted.: December 12, 2014
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